Navigating the Autonomous Revolution
The Anchors of a Connected Future
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The Destination:
A 90% Reduction in Accidents

The introduction of autonomous vehicles is projected to
decrease accidents by as much as 80% to 90%. This is
because human driver error currently accounts for over
90% of all accidents.
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90%

40%+ of fatal crashes: Attributed to alcohol/drug
~» consumption, distraction, or fatigue.

:(“/ Remaining human errors: Speeding, aggressive
- . driving, slow reaction times, and inattention.

AVs don't get distracted, drive under the influence, or break traffic

TelcoFutures.net laws by design. They anchor safety in programmatic logic.
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Understanding the Fleet: The SAE Levels of Driving Automation

SAE J3016 Levels of Automation

SAE SAE SAE

LEVEL O LEVEL 1 LEVEL 2

You are driving whenever these driver support features
What does the are engaged - even if your feet are off the pedals and

humanin the you are not steering

driver's seat You must constantly supervise these support features;
have to do? you must steer, brake or accelerate as needed to
maintaln safety

These are driver support features

These features These features These features
are lirnited provide provide
to providing steering steering
W?Ea;tﬂgetgsgg warnings and OR brake/ AND brake/
momentary acceleration acceleration
assistance support to support to
the driver the driver
« automatic * lane centering * lane centering
emergency
E I braking OR ; . AND : :
il - blind spot » adaptive cruise J » adaptive cruise
Features warning control control at the
« lane departure SIS
warning

SAE SAE
LEVEL 3 LEVEL 5

You are not driving when these automated driving
features are engaged - even If you are seated in
"the driver's seat”

When the feature These automated driving features
requests, will not require you to take

you must drive over driving

These are automated driving features

This feature
can drive the
vehicle under
all conditions

These features can drive the vehicle
under limited conditions and will
not operate unless all required
conditions are met

« traffic jam « local driverless
chauffeur taxi

* Same as
level 4, but
feature
can drive
everywhere in
all conditions

L E]
steering
wheel may or
may not be
installed

For a more complete description, please download a free copy of SAE J3016: https://www.sae.org/

The primary focus
of future liability,
connectivity,

and testing
challenges.
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Charting New Legal Waters: Who Is Liable in an

Autonomous Accident?

The Old Map (Conventional Vehicles)

e Liability rests almost exclusively with the
human driver.

e Driver error causes over 90% of accidents.
e Product liability claims against manufacturers

are rare (car defects account for ~2% of
accidents).
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The New Territory (Autonomous Vehicles)

Liability becomes a complex network of
possibilities. Who is at fault?

Software

Provider
Insurance e AV Component
Company | Accident Supplier
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Company
(Manufacturer)

Human
“Driver”
(if applicable)




Evolving Liability Models for a New Era of Mobility

Adapting Existing Frameworks (“Generalism”) in Inter Medium
Applying time-tested products liability law to AVs.

'{:} Manufacturing Defects I | D 0 DT S L 8 S e A Failures to Warn

expectations or risk-utility tests)

The complexity of AV software will make it difficult to pinpoint the exact cause (hardware vs. software) and
apportion liability.

A Proposed New Regime (“Exceptionalism”) in Inter Medium

Manufacturer Enterprise Responsibility (MER), a no-fault system proposed by Abraham & Rabin.
e Would activate once Level 4/5 AVs reach a 25% market threshold.
e Manufacturers assume liability for bodily injuries “arising out of the operation” of an AV.
e An exclusive remedy, replacing most tort claims.
* Funding based on manufacturers’ annual market share.

TelcoFutures.net
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The Data Dilemma: Balancing Connectivity and Privacy

AVs require a constant flow of data from numerous sources to operate safely—communication between vehicles (V2V)
and with infrastructure (V2I) is essential for traffic management and collision avoidance.

V2V Data Sensor Inputs
Connectity Y
. B
‘ V2V Data ‘ Personal Data
V2I Data Location Data
Sensor Inputs g —— 4 Behavioral Profiles
| i ff.._.-.-—'--.._:::::h:
I %xb'i::- s _5}'{#
-
1. Autonomy Privacy 2. Personal Information Privacy 3. Surveillance Privacy
The right to control one's own movements Protecting locational tracking data which The risk of mass data collection chilling
without interference or being profiled. can create an intimate portrait of an associational freedoms and altering the
The right to “drive anonymously.” individual's habits, beliefs, and associations. relationship between citizen and government.

“Awareness that the Government may be watching chills associational and expressive freedoms.”
TelcoFutures.net — Justice Sonia Sotomayor, United States v. Jones
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Anchoring Trust with
Privacy by Design

The Outdated Rule:
The “Third-Party Doctrine”

A person has no reasonable
expectation of privacy in
information voluntarily disclosed
to a third party (e.g., a network
provider).

lll-suited for the digital age where
nearly all data is entrusted to third
parties by default. Justice Sotomayor
has argued it may be necessary to
“reconsider the premise.”
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A Proactive Solution:
Privacy by Design (PbD)

A “soft law"” approach that embeds
privacy and Fair Information Practices
directly into the design, operation,
and management of IT systems and
network infrastructures.

To build a trusted framework rather
than retroactively compensating for
privacy violations.

Promoted by the FTC and the White
House as an effective strategy for new
technologies.
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The Infrastructure Gap:

A Sea of Disconnected Islands

The Vision

Vehicle-to-Infrastructure (V2I) and Vehicle-to-Vehicle (V2V)
communication (collectively V2X) is critical for safety and
traffic efficiency. Roadside Units (RSUs) are the planned
infrastructure to support this.

The Reality

A nationwide RSU deployment plan has not materialized.

Conclusion

The problem is not technical; it is social, economic, and
political.

TelcoFutures.net

Major Obstacles to RSU
Deployment

Obstacle 1

$13,000-$15,000

Prohibitive Cost: The capital cost for a
single RSU, plus up to $2,400 per year
in maintenance. A full deployment
would require billions.

Obstacle 2

Difficult Justification: Benefits are hard to
quantify until the technology is widely adopted,
creating a classic chicken-and-egg problem.

Obstacle 3

Lack of Cooperation: Requires a massive
coalition of public and private sectors, which
has not been achieved due to privacy,
ownership, and funding concerns.
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A Self-Organizing Solution:
Using Vehicles as Temporary Roadside Units

Leverage the DSRC-equipped vehicles already on the road to act as
temporary, mobile RSUs. This is a biologically-inspired, cooperative
approach to solving a formidable infrastructure problem.

How It Works

Selected vehicles make brief, strategic stops. During the stop, they @ G
act as a communication bridge or relay for other vehicles in the

network. This creates a dynamic, temporary infrastructure where it's
needed most, without additional hardware costs.

0
=1
10

Key Advantages

Improves message reachability and network connectivity.

Avoids the massive cost of deploying and maintaining a fixed RSU network.
Accelerates the adoption of DSRC technology by making the network more
effective at lower penetration rates.

TelcoFutures.net
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The Guiding Logic: The Distributed

“Gift-Wrapping” Algorithm

Goal: In a distributed manner, determine which vehicle
Is in the best position to become a temporary RSU.

Step 1: Identify the Coverage Polygon

After a safety message is broadcast (e.g., from an
accident), a “coverage polygon” forms, containing all
vehicles that have received the message.

Step 2: Select the Best Candidates

Observation 1: The best candidates are vehicles on the
boundary of the coverage polygon, as they are most
likely to encounter uninformed vehicles.

Observation 2: Only boundary vehicles traveling

toward the incident should stop. This maximizes the
chance of warning approaching traffic.

TelcoFutures.net

Coverage Polygon
(Informed Vehicles)

Accident /
Source Message

Boundary Vehicles
(Candidates)

Uninformed
Vehicles
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The Proof of Concept: A 97% Improvement
in Message Reachability

The "Cars as RSUs" scheme dramatically outperforms standard vehicle-to-vehicle
communication, especially in netvorks with lower DSRC penetration rates.

Scenario: 100 vehicles/km?, 20% DSRC penetration rate.

Message Reachability

97%

Improvement

Without “Cars as RSUs” 34%

An intelligent, cooperative network can overcome the initial hurdles of technology adoption, providing robust
safety benefits long before penetration reaches 100%.

TelcoFutures.net
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The Final Frontier of Validation: Searching for the “Edge Case”

Comprehensive testing is essential, but testing all possible scenarios is computationally impossible.
The real challenge is finding the rare situations that push the system to its limits.

Definition: The Edge Case

“An unknown unsafe scenario, which is
difficult to predict using existing deterministic
testing methodologies.”

o Situations residing on the border between
a safe and an unsafe outcome.

o (Critical for identifying the true boundaries
of a system’s capabilities.

TelcoFutures.net

Criticality / TTC

Edge
Case

Critical

SHIS (Collision)

Scenario Parameter (e.g., Cut-in Distance)
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Beyond Brute Force: Intelligent Search for

Critical Scenarios

The Inefficiency of Standard Methods: Grid Search (For Loop) and Random Search are time-consuming,
resource-intensive, and yield a limited number of useful situations.

Advanced Methodologies for Efficient Edge Case Discovery

1. Particle Swarm Optimization (PSO)

A

@j Target

.\* Convergence Area
./* (Critical Scenarios)

®
| 3
An algorithm that treats the simulation as a 'black box.’ It uses a
cooperative swarm of ‘particles’ (sets of scenario parameters) to

efficiently explore the state space and converge on areas of interest,
minimizing a cost function like Time-to-Collision (TTC).

TelcoFutures.net

2. Deep Q-Learning (DQN)

I

Simulation
Environment

Action

Agent :
T+ Reward (+)

State

A reinforcement learning approach. An Al ‘agent’ constantly interacts

with the simulation, controlling an actor (e.g., a pedestrian). It is
rewarded for creating scenarios that approach the edge case

boundary and punished for causing collisions, learning to generate

critical situations dynamically.
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The Results: Finding More Edge Cases, Faster

Intelligent search algorithms outperform standard methods by a significant factor,

making safety validation far more efficient.

Particle Swarm Optimization (PSO)

3xX MORE

Edge Cases Found (1000 iterations)
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For Loop Random PSO

PSO finds approximately 3 times more edge cases than a standard
For Loop or Random Search.
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Deep Q-Learning (DQN)

5x MORE

Edge Cases Found (10,000 iterations)

498
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Random DQN

Edge Cases Found

DQN finds almost 5 times more edge cases than a random action
generator.
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Anchoring the Autonomous Future

The transition to autonomous mobility is a sea of unprecedented complexity. We must navigate turbulent

legal frameworks, secure vast flows of personal data, bridge critical infrastructure gaps, and validate
safety against an infinite number of real-world scenarios.

Success is not anchored in any single vehicle or piece of hardware. It is anchored in the foundational
layer that connects them all.

The Anchor is a Network that is:

!:_#- h;; %

Stable Intelligent

Using advanced algorithms to solve
complex problems like infrastructure

Trusted

Built on ‘Privacy by Design’ to

Providing a reliable regulatory
secure user data and build public

and operational framework.
gaps and safety validation. confidence.
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